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A UNIQUE SECURITY ECOSYSTEM
▪ Leading research institutions: 

300 researchers, 1000 students
 

▪ Numerous successful start-ups, 
supported through incubator 

  
▪ Home of various established 

companies (G-Data, escrypt) casa.rub.de

GERMANY

BOCHUM

THE BOCHUM CYBERSECURITY ECOSYSTEM
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COMPUTER-AIDED VERIFICATION (CAVE) GROUP
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DR.-ING. PASCAL SASDRICH

GROUP LEADER

ARMAND SCHINKEL, M. SC.

PHD CANDIDATE

ACTIVE AND PASSIVE PHYSICAL IMPLEMENTATION ATTACKS

▪ Side-Channel Analysis (SCA)

▪ Fault-Injection Analysis (FIA)

▪ Combined Attacks (CA)

FORMAL SECURITY DEFINITIONS AND MODELS

▪ Adversary models for SCA, FIA, and CA

▪ Security models and definitions for SCA, FIA, and CA

▪ Compositional properties of security definitions

COMPUTER-AIDED SECURITY ENGINEERING

▪ Automated formal verification of physical security properties (today)

▪ Computer-aided design and generation of secure design

▪ Automated optimization and automated repair of secure designs



MOTIVATION | STANDARD ADVERSARY
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ADVERSARY CAN SEND AND RECEIVE

INPUTS AND OUTPUTS OF CRYPTOGRAPHIC OPERATIONS 

(BLACK-BOX MODEL)



MOTIVATION | PHYSICAL ADVERSARY
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ADVERSARY CAN OBSERVE AND MANIPULATE 

THE PHYSICAL EXECUTION ENVIRONMENT OF THE DEVICE

(GRAY-BOX MODEL)

1 2 3 4



MOTIVATION | SECURITY TESTING
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TEST QUALITY IS HIGHLY DEPENDENT ON

EVALUTOR’S RIGOR, EXPERTISE, AND CREATIVITY.

TESTING CANNOT OFFER GUARANTEES.

SIDE-CHANNEL ANALYIS FAULT INJECTION  ANALYIS



FORMAL VERIFICATION USES MATHEMATICAL MODELS THAT

REPRESENT SYSTEMS AND ATTACKERS TO PROOF SECURITY

(WITHIN THE CONSIDERED MODELS)

MOTIVATION | SECURITY VERIFICATION
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SECURITY PROOF
(WITHIN THE MODEL)

SYSTEM MODEL ADVERSARY MODEL SECURITY DEFINITION
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AGENDA
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1. WHO WE ARE

2. MOTIVATION | WHY SECURITY VERIFICATION?

3. BACKGROUND | SECURITY MODELS

4. VERIFICATION | TECHNIQUES AND TOOLS

5. RESULTS  | CASE STUDIES 

6. CONCLUSION
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BACKGROUND | (ROBUST) THRESHOLD PROBING MODEL
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SYSTEM MODEL: DIGITAL LOGIC CIRCUIT
We model digital logic circuits as a directed graph with nodes as digital logic gates and edges as signal wires.

SECURITY DEFINITION: d-PROBING SECURITY
Distribution of adversarial any observation (probes) can be simulated without knowledge of any secret.

ADVERSARY MODEL: GLITCH-EXTENDED d-THRESHOLD PROBING [ISW03,FGM+18]
Free placement of up to d probes on wires that leak the value of the last stable signals (synchronization points).



BACKGROUND | BOOLEAN MASKING
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MASKING

PROTECTION MECHANISM: BOOLEAN MASKING
Each secret bit 𝒙 is replaced by a vector of bits 𝒙𝟎, 𝒙𝟏, … , 𝒙𝒅−𝟏, 𝒙𝒅  such that each true subset is independent of 𝑥 
but 𝑥 = 𝒙𝟎,⊕ 𝒙𝟏 ⊕ ⋯ ⊕ 𝒙𝒅−𝟏 ⊕ 𝒙𝒅.



BACKGROUND | PROTECTION VIA COMPOSITION
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INSECURE GATES ARE REPLACED BY

SECURELY MASKED GADGETS WITH SPECIAL COMPOSABILITY PROPERTIES

(ALL INPUTS/OUTPUTS ARE SHARED)

GATE-LEVEL

CIRCUIT-LEVEL



BACKGROUND | PROBING COMPOSABILITY
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PNI [BBD+15]
PROBE NON-INTERFERENCE

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 ≤ 𝑑

PSNI [BBD+16]
PROBE STRONG NON-INTERFERENCE 

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 ≤ 𝑑

PINI [CS20]
PROBE-ISOLATING NON-INTERFERENCE

 
 𝑑𝐼𝑁𝑇 + 𝑑𝑂 ≤ 𝑑

PROBING COMPOSABILITY NOTIONS DEFINE

RULES FOR THE CORRECT AND SECURE COMPOSITION OF GADGETS

UNDER PROBE PROPAGATION (INFORMATION FLOW).

𝑑𝐼𝑁𝑇

𝑑𝑂

𝑑𝐼𝑁𝑇

𝑑𝑂
𝑑𝐼𝑁𝑇

𝑑𝑂



BACKGROUND | RANDOM PROBING MODEL

PROACT TRAINING SCHOOL | CHANIA, CRETE, GREECE | JUNE 4, 2025 14

SECURITY DEFINITION: 𝒑, 𝝐 -RANDOM PROBING SECURITY [DDF14]
A circuit is 𝑝, 𝜖 -random probing secure if the probability of leaking secret information is bounded by 𝜖.

ADVERSARY MODEL: p-RANDOM PROBING [DDF14]
All wires leak information, but each individual wire only leaks with probability 𝑝.

SYSTEM MODEL: DIGITAL LOGIC CIRCUIT
We model digital logic circuits as a directed graph with nodes as digital logic gates and edges as signal wires.



BACKGROUND | THRESHOLD FAULTING MODEL
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𝑎 ۩ 𝑏 

SECURITY DEFINITION: k-FAULT SECURITY
Faulty behavior can be detected or corrected at the circuit output.

ADVERSARY MODEL: k-THRESHOLD FAULTING [IPS+06,RSG23]
Free selection of up to k gates which are manipulated according to a chosen fault transformation (fault model).

SYSTEM MODEL: DIGITAL LOGIC CIRCUIT
We model digital logic circuits as a directed graph with nodes as digital logic gates and edges as signal wires.



BACKGROUND | REPLICATION
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REPLICATE

PROTECTION MECHANISM: REPLICATION
Each bit 𝒙 is replaced by a vector of bits 𝒙𝟎, 𝒙𝟏, … , 𝒙𝒏−𝟏, 𝒙𝒏  such that 𝑥𝑖 = 𝑥𝑗.



BACKGROUND | FAULTING COMPOSABILITY
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FSNI [DN20]
FAULT STRONG NON-INTERFERENCE 

 
 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

FAULTING COMPOSABILITY NOTIONS DEFINE

RULES FOR THE CORRECT AND SECURE COMPOSITION OF GADGETS

UNDER FAULT PROPAGATION (INFORMATION FLOW).

FNI [DN20]
FAULT NON-INTERFERENCE

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

FINI [FRS+22]
FAULT-ISOLATING NON-INTERFERENCE

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑘𝐼 𝑘𝐼𝑁𝑇



BACKGROUND | THRESHOLD COMBINED MODEL
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𝑎 ۩ 𝑏 

SECURITY DEFINITION: (d,k)-COMBINED SECURITY
Faulty behavior can be detected/corrected at the output (integrity) and the distribution of the adversarial observation 
(probes) in the faulty circuit can be simulated without access to any secret (confidentiality). 

ADVERSARY MODEL: (d,k)-THRESHOLD COMBINED PROBING AND FAULTING [DN20,RFS+22]
Free placement of up to 𝒌 faults on gates or randomness and up to 𝒅 probes on wires.

SYSTEM MODEL: DIGITAL LOGIC CIRCUIT
We model digital logic circuits as a directed graph with nodes as digital logic gates and edges as signal wires.



BACKGROUND | MASKING & REPLICATION
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MASKING

REPLICATION

PROTECTION MECHANISM: MASK-THEN-REPLICATE
Combination of countermeasures is non-trivial, due to reciprocal effects, e.g., removal of entropy and conditional 
fault propagation.



THE REMOVAL OF ENTROPY (THROUGH FAULTS) CAN RESULT IN

ENHANCEMENT OF PROBE PROPAGATION 

(LEAKAGE INFORMATION FLOW).

reset

BACKGROUND | REMOVAL OF ENTROPY
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if 𝑏1 = 1

if 𝑏0 = 1 if b = 1

CONDITIONAL FAULT PROPAGATION CAN RESULT IN

LEAKAGE THAT IS OBSERVABLE THPROUGH THE EFFECTIVENESS OF FAULTS.

BACKGROUND | CONDITIONAL FAULT PROPAGATION
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BACKGROUND | COMBINED COMPOSABILITY
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CSNI [DN20]
COMBINED STRONG NON-INTERFERENCE 

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 + 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑑

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

CNI [DN20]
COMBINED NON-INTERFERENCE

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 + 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑑

𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

CINI [FRS+22]
COMBINE-ISOLATING NON-INTERFERENCE

 

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 + 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑑

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

ICINI [FRS+22]
INDEPENDENT COMBINE-ISOLATING

NON-INTERFERENCE 

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 + 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑑

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

ICSNI [DN20]
INDEPENDENT COMBINED STRONG 

NON-INTERFERENCE 

 𝑑𝐼𝑁𝑇 + 𝑑𝑂 ≤ 𝑑

 𝑘𝐼 + 𝑘𝐼𝑁𝑇 ≤ 𝑘

COMBINED COMPOSABILITY NOTIONS DEFINE

RULES FOR THE CORRECT AND SECURE 

COMPOSITION OF GADGETS UNDER 

PROBE PROPAGATION AND FAULT PROPAGATION

 (INFORMATION FLOW).

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑑𝐼𝑁𝑇

𝑑𝑂

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑑𝐼𝑁𝑇

𝑑𝑂

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑑𝐼𝑁𝑇

𝑑𝑂

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑑𝐼𝑁𝑇

𝑑𝑂

𝑘𝐼

𝑘𝐼𝑁𝑇

𝑑𝐼𝑁𝑇

𝑑𝑂
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REBECCA
[BGI+18]

ironMask
[BMR+22]

maskVerif
[BBC+19]

SILVER
[KSM20]

verFI
[AWM+20]

FIVER
[RSS+21]

SC
A

FI
A

C
A

VERICA
[RFS+22]

INDIANA
[BFG+25]

THRESHOLD MODELS

VERIFICATION | TOOL LANDSCAPE
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RANDOM MODELS

VRAPS
[BCP+20]

DUE TO THE INCREASING COMPLEXITY OF THE SECURITY MODELS, 

STATE-OF-THE-ART REASONING TOOLS ARE MOSTLY RESTRICTED TO THE THRESHOLD MODELS 

WHILE ONLY VERY FEW TOOLS CONSIDER THE RANDOM MODELS.



VERIFICATION | GENERAL CONCEPT
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DESIGN SPECIFICATION CIRCUIT MODEL SYMBOLIC SIMULATION VERIFICATION

OUR PRACTICAL IMPLEMENTATION OF SECURITY VERIFICATION IS 

A MULTI-STAGE PROCESS THAT IS BASED ON 

SPECIAL DATA STRUCTURES AND THE REFORMULATION OF SECURITY PROPERTIES.

GATE-LEVEL NETLIST 
(VERILOG)

DIRECTED ACYCLIC 
GRAPH (DAG)

BINARY DECISION 
DIAGRAMS (BDDS)

STATISTICAL INDEPENDENCE / 
INDISTINGUISHABILITY



VERIFICATION | THRESHOLD PROBING SECURITY
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Pr Probes Secret = Pr[𝐏𝐫𝐨𝐛𝐞𝐬]

A CIRCUIT C WITH SECRET INPUT IS 𝑑-THRESHOLD PROBING SECURE, IF AND ONLY IF 

FOR ANY COMBINATION OF UP TO 𝑑 PROBED WIRES, THE PROCESSED SECRET 

IS STATISTICALLY INDEPENDENT OF THE OBSERVATION. 



VERIFICATION | BINARY DECISION DIAGRAMS (BDDS)
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𝑥0 𝑥1 𝑥2 𝑓

0 0 0 1
0 0 1 0
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 0
1 1 0 1
1 1 1 1

𝑓 = 𝑥0 ⋅ 𝑥1 ⋅ 𝑥2 + 𝑥0 ⋅ 𝑥1 + 𝑥1 ⋅ 𝑥2

TRUTH TABLE BINARY DECISION TREE
(REDUCED, ORDERED)

BINARY DECISION DIAGRAM

BOOLEAN FUNCTION

(REDUCED, ORDERED) BINARY DECISION DIAGRAMS ARE A CONCISE DATA STRUCTURE TO

STORE, MANIPULATE, SIMULATE, AND EVALUATE

BOOLEAN FUNCTIONS.



VERIFICATION | SYMBOLIC SIMULATION OF CIRCUITS (USING BDDS)
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new BDD x0

new BDD x1

new BDD r

BDD t0 = x0 ^ r

BDD t1 = x1 ^ r

new BDD x2

new BDD r

BDD t2 = t0 & x2

BDD t3 = t1 & x2

BDD t4 = t3 ^ r

BDD y0 = t2 ^ t4



VERIFICATION | CHECKING STATISTICAL INDEPENDENCE WITH BDDS 
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SATCOUNT OPERATION
COUNTING SATISFYING ASSIGNMENTS

SATCOUNT(f) = 4

BDDS AS BINARY RANDOM VARIABLES
COMPUTING PROBABILTIES USING BDDS

Pr 𝑋 = 1 =
SATCOUNT X

#ASSIGNMENTS(X)

Pr 𝑋 = 0 = 1 − Pr[𝑋 = 1] 

Pr 𝑋 = 1, 𝑌 = 1 =
SATCOUNT X & Y

#ASSIGNMENTS(X & Y)

Pr 𝑋 = 1, 𝑌 = 0 =
SATCOUNT X & !Y

#ASSIGNMENTS(X & !Y)

Pr 𝑋 = 0, 𝑌 = 1 =
SATCOUNT !X & Y

#ASSIGNMENTS(!X & Y)

STATISTICAL INDEPENDENCE 
FOR TWO BINARY RANDOM VARIABLES

Pr 𝑋 = 1, 𝑌 = 1 = Pr 𝑋 = 1 ⋅ Pr 𝑌 = 1  

Pr 𝑋 = 1, 𝑌 = 0 = Pr 𝑋 = 1 ⋅ Pr 𝑌 = 0

Pr 𝑋 = 0, 𝑌 = 1 = Pr 𝑋 = 0 ⋅ Pr 𝑌 = 1

Pr 𝑋 = 0, 𝑌 = 0 = Pr 𝑋 = 0 ⋅ Pr 𝑌 = 0



VERIFICATION | THRESHOLD FAULTING SECURITY
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𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝒈𝒐𝒍𝒅𝒆𝒏 𝑿 ⊕ 𝐂𝐢𝐫𝐜𝐮𝐢𝐭𝒇𝒂𝒖𝒍𝒕𝒚 𝑿 = 𝟎

A CIRCUIT C IS 𝑘-THRESHOLD FAULT SECURE (UNDER FAULT CORRECTION), IF AND ONLY IF 

FOR ANY COMBINATION OF UP TO 𝑘 FAULTED GATES, 

THE CORRECT AND FAULTY RESULTS ARE INDISTINGUISHABLE.



VERIFICATION | CHECKING INDISTINGUISHABILITY WITH BDDS
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BDD check0 = y0 ^ y0’

GOLDEN CIRCUIT MODEL

FAULTY CIRCUIT MODEL

THE  NUMBER EFFECTIVE FAULTS CORRESPONDS TO THE 

NUMBER OF SATISFYING ASSIGNMENTS 

OF THE CHECK FUNCTION.



VERIFICATION | THRESHOLD COMBINED SECURITY
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COMBINED SECURITY (SIMPLIFIED DEFINITION)
A CIRCUIT C IS COMBINED SECURE IF AND ONLY IF 

FOR ANY SET OF UP TO k FAULTS, AND ANY SET OF UP TO d PROBES, 

CONFIDENTIALITY AND INTEGRITY IS ENSURED.



VERIFICATION | MULTI-TERMINAL BINARY DECISION DIAGRAMS (MTBDDS)
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MULTI-TERMINAL BINARY DECISION DIAGRAMS EXTEND BINARY DECISION DIAGRAMS 

AND ARE USED TO SYMBOLICALLY REPRESENT A BOOLEAN FUNCTION

WHOSE CODOMAIN IS AN ARBITRARY FINITE SET S.



VERIFICATION | ENCODING PROBABILITY DISTRIBUTIONS WITH MTBDDS
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O
C

C
U

R
E

N
C

ES

𝑥0 𝑥1 𝑥2

DISCRETE PROBABILITY DISTRIBUTION VECTOR OF OCCURENCES MULTI-TERMINAL BINARY DECISION DIAGRAM



VERIFICATION | ENCODING TRANSITIONS AS BINARY DECISION DIAGRAMS
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𝑝0

𝑝1

WE ENCODE VALIT TRANSITIONS BETWEEN INPUTS AND OBSERVATIONS (PROBES) AS 

TRANSITION FUNCTION AND STORE IT AS BINARY DECISION DIAGRAM.

TRANSITION RELATION TRANSITION FUNCTION ADVERSARIAL OBSERVATION



VERIFICATION | DERIVING THE LEAKAGE FUNCTION
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𝑝0

𝑝1

𝑝2

𝑝3

𝑝4

𝑝5

𝑝6

𝑝7

𝑝8

𝑝9

𝑝10

𝑝11

𝑝12

LEAKAGE FUNCTION

= 0 = 1 = …

SECRET-DEPENDENT OBSERVATIONS

𝐷𝐻,𝑥 (𝑦) ∶=  |𝐻𝑥
−1(𝑦)| − |𝐻0

−1(𝑦)|

= 0

?
=

FOURIER-HADAMARD TRANSFORM

መ𝑓 ∶  𝔽2
𝑚 → ℝ, 𝛽 ↦ 

𝑦 ∈ 𝔽2
𝑚

−1 𝛽,𝑦 𝑓(𝑦)

COMPUTING THE LEAKAGE PROBABILITY 

(GIVEN THE LEAKAGE FUNCTION) 

FOLLOWS A SLIGHTLY MODIFIED SATCOUNT ALGORITHM.
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RESULTS | THRESHOLD PROBING MODEL (SILVER)
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VERIFICATION | THRESHOLD FAULTING MODEL (FIVER)
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VERIFICATION | THRESHOLD COMBINED MODEL (VERICA)
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VERIFICATION | THRESHOLD COMBINED MODEL (VERICA)
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ICSNI

reset



RESULTS | RANDOM PROBING MODEL (INDIANA)
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VERIFICATION OF A FULL AES ROUND (PIPELINED, 16 S-BOXES IN PARALLEL)



RESULTS | RANDOM PROBING MODEL (INDIANA)
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VERIFICATION OF A SINGLE AES S-BOX IN THE RANDOM PROBING MODEL 

PRACTICAL 2-ND ORDER TVLA RESULTS
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CONCLUSION | SUMMARY OF THIS TALK
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SILVER

FIVER

SC
A

FI
A

C
A

INDIANA

RANDOM MODELS

VERICA

THRESHOLD MODELS

THANK YOU FOR YOUR ATTENTION! 

DO YOU HAVE ANY QUESTIONS?

pascal.sasdrich@rub.de

SECURITY MODEL AND DEFINITIONS
▪ probing, faulting and combined models

▪ composability notions for gadget-based protection

VERIFICATION TECHNIQUES AND TOOLS
▪ Binary Decision Diagrams and Multi-Terminal BDDs

▪ statistical independence leakage verification (SILVER)

▪ golden and faulty circuits comparison (FIVER)

▪ indistinguishability analysis and leakage functions 

(INDIANA)
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